RESOLUTION 2025-32

RESOLUTION OF THE MAYOR AND CITY COMMISSION OF THE
CITY OF WEST MIAMI, FLORIDA, RELATING TO AN
INTERAGENCY AGREEMENT WITH THE SHERIFF'S
DEPARTMENT OF MIAMI-DADE COUNTY; PROVIDING
APPROVAL OF AN INTERAGENCY AGREEMENT WITH THE
SHERIFF’'S DEPARTMENT OF MIAMI-DADE COUNTY FOR THE
ACCESS TO CRIMINAL JUSTICE RECORDS AND OTHER
MATTERS; REPLACING THE PREVIOUS SIMILAR AGREEMENT
WITH THE POLICE DEPARTMENT OF MIAMI-DADE COUNTY;
PROVIDING FOR AN EFFECTIVE DATE. (Sponsored by
Administration)

WHEREAS, the amendment of the Florida Constitution has caused the creation of the
Sheriff's Department of Miami-Dade County in place of the Police Department of Miami-Dade
County; and

WHEREAS, the previous Interagency Agreement between the City of West Miami and the
Miami-Dade Police Department has been useful; and

WHEREAS, the previous Interagency Agreement should be replaced by a similar agreement
with the Sheriff's Department of Miami-Dade County;

NOW, THEREFORE, BE IT RESOLVED by the Mayor and City Commission of the City of
West Miami, as follows:

Section 1: Approval of Interagency Agreement with Sheriff's Department of Miami-
Dade County

The City of West Miami approves the attached Interagency Agreement with Sheriff's
Department of Miami-Dade County and the Manager is authorized to execute the interagency
Agreement.

Section 2: Effective Date
This Resolution shall take effect immediately upon passage.

PASSED and ADOPTED this 14th day of May 2025.
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APPROVED:

ERyﬁIAZ-PADRON, MAYOR

ATTEST:

W Ww}

ANNERY GONZALEZ, MMC
CITY CLERK

APPROVED AS TO FORM AND LEGAL SUFFICIENCY:

M’Wo%ﬁw.,} .

DEXTER W. LEHTINEN, CITY ATTORNEY

ROLL CALL VOTE:

This Resolution was offered by Vice-Mayor Chavez, Jr., who moved its adoption. The
motion was seconded by Commissioner Suarez. The vote was as follows:

MAYOR ERIC DIAZ-PADRON
VICE-MAYOR IVAN CHAVEZ, JR.
COMMISSIONER JUAN M. BLANES
COMMISSIONER GUSTAVO J. CEBALLOS
COMMISSIONER LUCIANO L. SUAREZ

I<I<I<I<I<
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INTERAGENCY AGREEMENT FOR
ACCESS TO FCIC/NCIC VIA
MIAMI-DADE SHERIFF’S OFFICE

WHEREAS, this Agreement is entered into by and between the Miami-Dade Sheriff’s
Office (“MDS0”), and the City of West Miami (“West Miami”), through its West Miami Police
Department (“WMPD”) (collectively, the “Parties”), and

WHEREAS, the MDSO and the WMPD are law enforcement or criminal justice agencies,
formally recognized by the Federal Bureau of Investigation (“FBI”) and the Florida Department
of Law Enforcement (“FDLE”); and

WHEREAS, the MDSO and the WMPD are both allowed access to the Florida Criminal
Justice Network (“CJNet”), National Crime Information Center (“NCIC”), the Florida Crime
Information Center (“FCIC”), and the Interstate Identification Index (“III”), which are all hereafter
collectively referred to as FCIC/NCIC, via network connectivity to the FDLE; and

WHEREAS, the WMPD wishes to access FCIC/NCIC via the MDSO for the
administration of criminal justice;

NOW THEREFORE, the Parties agree as follows:
1. The WMPD shall:

A. Be entitled to use, through agents and employees of the MDSO, the computer system
provided via the MDSO for the purpose of gaining access to information systems including
but not limited to FCIC/NCIC, Law Enforcement Interface System (LEIS), Electronic
Arrest Form (¢ A-FORM), and the Miami-Dade CJIS System.

B. Abide by all applicable local, state, and federal laws, rules and regulations, as well as the
FBI CJIS Security Policy and rules and regulations of FCIC, with regard to the use of said
computer systems.

C. Abide by all the terms and conditions of the Criminal Justice User Agreement executed
between the FDLE and the MDSO, dated February 24, 2025, a copy of which is attached
to this Interagency Agreement.

D. Only use the information technology systems for the administration of criminal justice.

2. The MDSO shall:

A. Allow the WMPD to access information systems including but not limited to FCIC/NCIC,
LEIS, e A-FORM, and the Miami-Dade CJIS System, via the MDSO.

B. Abide by all applicable local, state, and federal laws, rules and regulations, as well as the
FBI CJIS Security Policy and rules and regulations of FCIC, with regard to the use of said
computer systems.



3. Indemnification

Each Party to this Agreement agrees to assume responsibility for the acts, omissions, or conduct
of such party’s own employees while participating herein and pursuant to this Agreement, subject
to the provisions of section 768.28, Florida Statutes, where applicable. “Assume Responsibility”
shall mean incurring any and all costs associated with any suit, action, or claim for damages arising
from the performance of this Agreement.

3. Amendments

This Agreement may be amended as necessary, to include amendments for compliance with
requirements regarding access to these information systems, as set forth by the FBI, the FDLE
and/or the MDSO. All amendments must be in writing and executed by all Parties.

4. Term

This Agreement shall be effective from the date of execution by the final signatory and shall
continue for a period of four years.

5. Cancellation
Either party may terminate this Agreement with or without cause upon thirty (30) days written

notice, except that the MDSO may terminate this Agreement immediately and without notice upon
finding that the WMPD has violated the terms of this Agreement.

SIGNATURES ON THE FOLLOWING PAGE

MDSO & West Miami
Access to FCIC/NCIC
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IN WITNESS HEREOF, the parties hereto have caused this Agreement to be executed
by the proper officers and officials.

FOR MDSO:

Rosie Cordero-Stutz, Sheriff Date

APPROVED AS TO FORM AND LEGAL SUFFICIENCY:

Janet Lewis, General Counsel Date

FOR THE CITY OF WEST MIAMI:

5wla0ts

Date

./ T : ]
Pedro Delgado, Chief Dat
West Miami Police Department

ATTEST:

WAl (MM

Ann Gonzal
City Clerk

APPROVED AS TO FORM AND LEGAL SUFFICIENCY:

l AUl O{Z@/wu 6\10\1,04,6

Nzame: Date"
Title:
West Miami, Florida

MDSO & West Miami
Access to FCIC/NCIC
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INTERAGENCY AGREEMENT FOR
ACCESS TO FCIC/NCIC VIA

MIAMI-DADE COUNTY / MIAMI-DADE POLICE DEPARTMENT

WHEREAS, the parties to this agreement are Miami-Dade County, through the Miami-
Dade Police Department (‘MDPD”), and the participating governing bodies and their respective
agencies (collectively, the “Parties”), and

WHEREAS, the MDPD and the participating agency are law enforcement or criminal
justice agencies, formally recognized by the Federal Bureau of Investigation ("FBI") and the
Florida Department of Law Enforcement (“FDLE"); and

WHEREAS, the MDPD and the participating agency both have the benefit of access to
the Florida Criminal Justice Network (“CJNet”), National Crime Information Center ("NCIC”), the
Florida Crime Information Center ("FCIC”), and the Interstate Identification Index (“llI"), which are
all hereafter collectively referred to as FCIC, via network connectivity to the FDLE; and

WHEREAS, the participating agency wishes to access FCIC/NCIC for the administration
of criminal justice;

NOW THEREFORE, the parties agree as follows:
1. The participating agency shall:

A. Be entitled to use, through agents and employees of the MDPD, the computer system
provided via the MDPD for the purpose of gaining access to information systems including
but not limited to FCIC/NCIC, Law Enforcement Interface System (LEIS), Electronic Arrest
Form (e A-FORM), and the Miami-Dade CJIS System.

B. Abide by all applicable local, state, and federal laws, rules and regulations, as well as the
FBI CJIS Security Policy and rules and regulations of FCIC, with regard to the use of said
computer systems.

C. Abide by all the terms and conditions of the Criminal Justice User Agreement executed
between the FDLE and the MDPD, dated June 10, 2016, a copy of which is attached to
this Interagency Agreement.

D. Only use the information technology systems for the administration of criminal justice.

2. Cancellation

Either party may terminate this agreement upon thirty (30) days written notice, except that the
MDPD may terminate this agreement immediately and without notice upon finding that' the
participating agency has violated the terms of this agreement.

3. Term

This Agreement shall be effective from the date of execution by the final signatory and shall
continue for a period of five years. This Agreement may be formally renewed for one period
consisting of five years.



4. Amendments

This Agreement may be amended as necessary to comply with requirements regarding access
to these information systems, as set forth by the FBI, the FDLE and/or the MDPD. All
amendments must be in writing and executed by all parties.

IN WITNESS HEREOF, the parties hereto have caused this agreement to be executed by the
proper officers and officials.

PARTICIPATING GOVERNING BODY: CITY OF WEST MIAMI

Agency Name

Rhonda Rodriguez, Mayor FM&O\_ /j < /Q
Agency Head U Date
Vi e

; 12-3-19
Witnels/s _T Date

PARTICIPATING AGENCY: West Miami Police Department

Agency Name
Nelson Andreu, Chief 7 B /L -3 _/3
" S

Agency Head ) Date

//Y// 22

Witness Date




MIAMI-DADE COUNTY URICE L. KEMP

_ DEPUTY MAYOR
Carlos A. Gimenez, Mayor% MIAMI-DADE CTY. FL [//20/20[?

A ency Head Date
I, W I IZO)ZDZ W,
Witness ' Date

Miami-Dade Police Department

Agency Name
Juan J. Perez, Director% // ﬁ

Agency Head V / Date

Withess Date

- 8}] puty (If‘r-k




Attachment 1

FOLE Criminal Justice User Agreamen!

CRIMINAL JUSTICE USER AGREEMENT

This ﬁ'\'greemé'nt. is eﬁtéred iﬁtd bétwgéﬁ._tﬁe' F—Ib.fida Depar[ment of Law Enfr;rcement
(hereinafter referred to as FDLE), an agency of the State of Florida with headquarters at
2331 Phillips Road, Tallahassee, Florida and the

Miami-Dade County through the Miamii-Dade Police Department ,

with headquarters at )
9105 NW 25 Street, Miami, Florida 33172 ' ,

with the primary ORI of; FLO130000 , (hereinafter referred to as the User).

Whereas, FDLE is authon'zéd by law to operate and regulate the Florida Criminal
Justice Network (herelnafter €J Net) as an intra-agency information and data-sharing’
network for use by the state's criminal justice agencles; ’

Whereas, FDLE is authorized by law fo establish and operate the Florida Crimie
Information Centef (hereinafter FCIC) for the exchange of information relating to crimes,
criminals and criminal activity;

Whereas, FDLE patticipates in the National Crime (nformation Center (hereinafter
NCIC), a service of the United States Department of Justice, the interstate |denfification
Index (hereinafter Iil), the Federal Bureau of Investigation's (hereinafter FBI) Law
Enforcement Online (hereinafter LEO), the FBI's Nafional Data Exchange (hereinafter
NDEx) and the International Justice and Public Safety Network (hereinafter Niets), and
serves as Florida’s Criminal Justice [nformation Services (CJIS) Systems Agency (CSA)
for the interstate transmission of Criminal Justice Information (CJI) to and from agencies

_in Florida and agenoies in the continental United States, Alaska, Hawaii, U.S. Virgin

Islands, Canada and Pyerto Rico:

Whereas, the FDLE Director of Criminal Justice Information Services is recognized by
the EBI as the CJIS Systems Officer (CSO) for the State of Florida, responsible for
administering and ensuring statewide compliance with the FBI CJIS Security Policy
(CSP); v o

Whereas, the User requires. access to intrastate and interstate CJI systems provided by
FDLE through the CJNet in order to effectively discharge its public duties;

Whereas, FDLE facilitates local law enfo rcement and other eriminal justice agencies”
requests to participate in the information services provided on CJNet, provided the User
agrees to abide by applicable federal and state laws; administrative cede, and all
policies, procedures and regulations related to these systems. FDLE retains full control
over the managemient and operation of CJNet and FGIC.
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FDLE Crimlnal Justiee User Agreernent

Therefore, 'ih-con_s_idératlpn of the mutual benefits to be derived from this Agreement,

the FDLE and the User do fiereby agree as follows:

This Usér Agreementis-desig ned for-criminal-justice agencies within-Florida that have

sither difect br indirect access fo FCICICUNet. If the User does ot perform a specific

function; the provisions regarding that function will not apply fo the User.
SEGTION | FOIG/NCICICINET FDLE REQUIREMENTS

FDLE is duly aithorized and agrees to ensure access fo the:criminal justice information
services provided on CUNet and adhere to the following..

1. Sene as the CSA forthe State of Florida and provide the Userwith access to CJI
as.Is available in the FCIC/NCIC and Ill systems and, NLETS through CJNet, and
to serve as the means of exchanging CJ| between the User-and other criminal
justice agencies on CJNet.

2. Provide theopportunity for CJIS certification/re-certification and CJIS Security
Awareness trdining. . '

3. Provide the User with Information concérning privacy and security requirements
imposed by state-and federal policies, laws, rules and regulations. All references
herein to policies, operating procedures, operafing instructions, operating manuals.
and technical memoranda with which adherence is required may be found on the
CJNet GJIS Resource Center-web page.

4. Provide state eriminal history record.check sefvices for non-criminal justice
purposes as provided by law.

5. Actasthe central state repository; provide identification, fecord keeping, and

exchiange of Criminal History Record Information (CHRI) services.

6. Facilitate access, using CJNet, to other information applicafions or systems that
the Usermay be authérized to aceess.

SECTION Il FCIG/NCIC/CINET USER REQUIREMENTS

By accepting access as set forth above, the User agrees to adhere to the following to
ensure continuation of access: '

1. USE OF THE SYSTEM: Use of the CJNet and any system accessed via the
CJNet is restricted to the administration of criminal justice or ds otherwise
specifically authorized or required by statute. Information obtained from the
FCIC/NCIC: files, or computer inte rfaces to other state or federal systems, by
means of acéess granted through cJNet, ¢an orily be used for authorized
purposes in compliance with EGIC/NCIC and Wl rules, regulations.and operating
procedures, and state and federal law. It Is the responsibility of the User to ensure

access to CINet is for-authorized purposes only, and fo regulate proper use of the
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FOLE Griminal Justice User-Agreement

network and informiation at:ll times, The User shall establish appropriate written
standards, which may be.in corporated with existing codes of conduct, for
disciplining violators of this and-any incorporated policy, Accessing information
anid:systems provided via CJNet for-other than. atthorized.purposes.is.deemed
misuse, The Usershall notify the CSOof anysustained/confirmed cases of
misusé by using the CJS-Systems Misuse Reporting Formifound on the CJNet
CJIS Resource Center web page. In casés of sustained/confirmed misuse, the
User shall identify disciplinary actions and the corrective actions taken to prevent:
future incidents. FDLE reserves the right to.deny CJl access fo individuals who
have sustained cases of misuse.

1.1  |f the User provides an interface between FDLE and other criminal justice
Agencies, the-serviced ‘agency(ies) shall abide by all of the. provisions of this
agreement. Serviced agencies that access CJNet, FCIC/NCIC and/or
related applications by interfacing through the Usér shall, likewise, abide by
all prévisions of this agreement. Additionally, the User and the se rviced
agency shall enter into an interagency agreement when access to
CJINet/FCIC/NCIC is provided by the User to-a serviced agency.

1,2 MESSAGES: Only law enforcement and other criminal justice messages
shall be sent overand through the CJNet and FCIC/NCIC. All messages
shdll be treated as privileged unless othenwise indicated. The User should
be prudent in use of regional and statewide broadcast message requests.
All messagesshall use plain English language: In the message.

135 COMPLIANCE: The User shall access FCIC/NCIC and other CJNet
applicafions in strict compliance with applicable CJNet, FCIC, NCIC, Il and
Nlets policies‘including, but not limited to; policies, practices and procedures
relating to:

131 TIMELINESS: FGICG/NGIC records shall'be entered, modified,
located, cleared, and canceled promptly in order to-ensure system
accuracy and effectiveness. [f the User performs FCIC/NCIC
updates for ather agencies, the Usershall comply with fimeliness
requireriients.for thie records entered for he serviced agencies as
well,

4.3.2 HOT FILE ENTRIES: In orderto make entries info the FCIC/NCIC
hot files, tiie. User shall have personnel dedicated to maintain a 24-
hour, seven-day & week FCIC/NCIC operation.

1.3.2.1 If the User-enters fecards into FCIC/NCIC for another
agency, the User shall gxecute an interagency:
agreement with each serviced agency outlining each
agency's responsibilities.
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FOLE Criminal Jstice UserAgregment:

April 14,2014

1.3.3

1,34

1.3.5

136

1322  AdultWarrants, Missing Persons and all property. records
of the: FCIC Hot File records, entered by state and local
agencies, will be made -available. to the public.on‘the
Internet via the ECIC_Public.Access System (PAS),
unless explicitly flagged by the User for-exclusion.

'QUALITY ASSURANCE: Appropridte.and reasonable quality

assurance procedures shall be in place, in cluding second party

verification during entry, to ensure all entries'in FCIC/NCIC are
complete, accurate, and valid.

VALIDATION: The User shall validate all records: that the User has

entered into the:system for accuracy and retention. Tobe in
compliance with FCIC/NCIC. rules, regulations and.operating

_procedures, the: User shall.ensure each record is modified to confirm

the successful validation of each record on file in FCIC/NCIC. Failure
ta miodify a recofd to indicate validation may result in'its remoyval from
the file. The User shall develop its own written validation procedures
specifying the steps taken by the User to complete record validation.

HIT CONFIRMATION: The User stiall comply with FCIC/NCIC rles,
regulations.and operating procedures by responding to the hit
confirmations in a timely manner (within ten’ minutes or one-hour-
depending-on priority).

DISSEMINATION: Information obtained from the FCIC/NCIC hot
files, CJNet or computer ifterfaces to other state or federal systems,
by means of access granted pursuant {0 Section §43.0525, F.S.,
shall'only be used for the-admiinistration of crimirial justice. '

1,361 Upon receipt of a public record re uest for CJI, the User

shall:confer with FDLE regarding'the appropriate
response. Itis the respornisibility of the User ta-ensure
thaf access to the CJNet is for-authorized criminal justice
purposes only, and to regulate proper-access {0 and use
of the network and information at all times.

13.6.2 The User will disseminate CHRI obtained or derived from
federal fecords or systems only to criminal justice
agencies and only for the, administration of criminal
justice. The adinistration of criminal justice includes
criminal justice employment screening.

1363  The User, if functioning in the capacity of a pretrial
release program or providing CHRY for a pretrial release

program, may disseminate Florida public record
information only, in compliance with Section'907.043 (3),
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.FDtEtcrlm]nal'Juélqu User Agreement

E.S., 'which requires “[eJach prefrial release program [to]
prepare @ r,egis_ler--dispiaying-infonma{iqn that is relevant

fo-the defentiants released through such.a program.”
The .authbrity..t‘g.dissgminate.-infor.r.na'tion..fo,r,tnisTpurpos:e
shall be restricted fo county probation services offices -

and those oriminal justice entities providing the-probation
offices with information obtained via the FCIC message
switch for the administration of eriminal justice.

1.37 RETENTION: CHRI which the User maintains, whether retrieved
Fromi II1 or Florida's-eriminal history record system, shall be keptin a
,.segur;e‘__rgr;ord‘s.-e.nvi(o‘nme‘r'\t-to prevent unauthorized access.
‘Retention of CHRI is:governed by:the record retention schedule for
jaw enforcement pu_bh_shed' by the Florida Department of State, GS2.

Apiil 14,2014

1.3.71

1.37.2

;1 ;'3'.1:3

Reétention of criminal history records, whéther retfieved
frof-ill of fhe state systém, for exterided periods may be
appropriate-when the fime sensitivity of the specific
record is importanit.

VWhen, In the sound judgment of the User, retention of
criminal history records; whether retrieved from l1).or the
state system, is ho longer required, final dispesition. will
be accomplished in‘a secure manner in‘compliance with
state law, FCIC/NCIC and Il rules, regulations and
©operating procedures 1o preclude unauthorized dccess.

Because CHRI may become- outdated at any time, a
current criminal history record check''should be
performed whenever CHRI is used or relied upor by the.
User, Entry:or retention of criminal history records ina
separate or focal databasé would be inconsistent with
this principle, and is therefore.discouraged. The
fetention of criffinal history records, whether retrieved
from 11l or the state system, in a secondary (non-FDLE)
database Is not-authorized by law

138 CRIMINAL HISTORY TRANSMISSION: Any electronic device that
uses wireless or radio technolegy o transmit voice data may be used

for the transiiission of CHRI only when an officer determines theré is
an imemediate: rieed for this information to. further an investigation or

there is a situation affecting the safety of an officer-or the-public.

1.3.81

A facsimile machine may be used to transmit-criminal
history inforrmation between criminal justice agencies,
provided both agencles have-an NCIC Originating

Agency Ideritifier (ORI) and are authorized o receive

Page 5017
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FOLE:Crifminal distice User-Agresment.

criminal history information. Appropriate measu res.shall
be taken to prevent unauthorized viewing or receipt by
~ ‘uhduthorized persohs

739 TRANSACTION LOGGING: Each interface agency accessing

Ajril 14,2014

FGIC/INCIC and |ll systems shall ensure thatan automated
transaction log is:maintained. Theé FCIC/NGIC portion of this log
.shall be maintained for a miinimum. of twelve months, and the 1l

portion shall be maintained for-a minimum of four years.

1494  Autormated transaction fogging i a featare iricluded in the
application-software proyided by FDLE; and local
agencies are encouraged to fetain these logs for future
reference. Users purchasing or developing an interface:
fo FCIC shall ensure fransaction logging is an included
feature. '

1392  Theautomated transaction logshall identify: the operator
'on all transactions, the-agency authorizing all .
trangactions, the requester and secondary fecipient for all
criminal history transactions. This information ¢an be
captured at log-on and can be a name, badge number,
serial number, or other unique identifier.

1393  The User may onlydisseminate CHRI to another
authorized recipient.and shall raintain a record of any
dissernination of state or federal crimiinal ‘history
information. This:record shall reflect at a minimum: )

-date of release; (2) to-whom the infermation relates; (3)
to whom the information was released; (4) the State
identification (SID) andlor the FBI number(s); (5) the
purpose code and (B) the reason for which the
information was requested.

1.3 10 NFORMATION ACCESS: The User shali allow-only properly
screened. (as per Section I, paragraph 2 of this User Agreement),
authorized personnel performing & criminal justice function who have
received proper security-awareness training to-have-access to
information contained within the CJNet, FCICINCIC or-other state or
federal criminal justice information system accessed through the
ECIC message switch, FBI CJIS Wide. Area Network:or internet. The:
Userwill also provide assistance to other criminal justicé agencies
not equipped with ditect FCIC aceéss in:comipliance: with FCICINCIC
and 1) rules, regutations and-operating procedures; but only to the
extent that such.assistance is not otherwise prohibitéd.
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FDLE Grirminal JuglceUsei Agreement

14461  The User shall ensure thatall personnél who initiate a

transaction to the FCIC. message. switch are current in
CJIS certification.

4135%02 Eachiindividual usershall be properly authenticated prior
1o Initiatinig a transaction to of requesting information
from FCIC or‘other CJNet application.

14403  The User shall ensure that persons allowed to complete.
CJIS certification are atleast 18 years of age and are
LS. titizens: or have a valid immigration status/visa.

13104 FDLE reserves the rightto deny FCIC, CJNet or related
programs/ systems access fo any‘individual based 6n
valid, articulable concerns for the security and integrity of
EEIC, CINet or related programs/ systems.

1311 '-W-ORKS:'T‘ATION.: FDLE is hot responsible-for the workstation
acquisition, maintenance, operation, repair, supplies or workstation
operation personnel-costs. The User shall inmediately notify the
FDLE-Customer-Suppert Genter, should an FCIC/NCIC workstation
or.device, associated with an EGIC/NCIC entry(ies), malfunction or
become ineperable. All costs associated with returning the
workstation to operation, othér than CJNet costs, shafl be the Uset's
responsibility. FDLE will-assist with executing trouble-shooting
‘procedures.

14  Interface Operations: For systems implemented after December 31, 2008,
the User shall ensure that all automated interfaces th at programmatically
(i.e., withiout Himan. iﬁtéif'\?eﬁtioh)' g'e;'rie‘l?até__tréﬁs-fa'c‘tidﬁé to the FCIC
‘message. switch are resfricted to no-more: than one transaction per second
per interface.

AUDITS;: The Uset shall permit-an FDLE appointed inspection team to conduct
inquiries-with regard to any allegations or potential security violations, as well as
forroutine audits. ' '

21 FDLE conducts regularly scheduled compliance and technical security
audils of every agency accessing the CJNet to ensure network securly

conformity with state law, and compliance with ‘all applicable FDLE, CJNet,
FCIC/NGIC and IIl rules; regulations and operafing procedures,
Comipliance and-technical security audits may be conducted at other than
reqularly scheduled times.

TRAINING; The User is responsible for complying with training requifements:
established in CSP and the rules, r'e_gulfatibr]'s;_and policies established by

FCIC/NGIC, 1, FOLE and other CJNet applications: The-Useris; respansible for
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FDLE:Crinilriak Jiisticé tiser Agréermient

remairiing currerit in the: applications, ‘procedures; and policies and ensuring
“personnel attend these training ‘sessions.

.31 AL .Lﬁétpﬁtégunﬁlﬁznp@@gﬁgduggii‘_g,-ad;m;iﬁts_ttﬁ!ipﬂ;m‘.grimi_r@l]ustice_
: ‘shall complete security awareness training, Including but not limited to
criminal justice officials, e.g., Police Chiefs, Sheriffs, Judges, State.

Attorneys;.etc.

32 Only operators who have successfully completed CJI8-certification shall be
allowed to have unsupervised access to the FCICINCIC syster. . ‘

33 FCICINCIC.operators who are in thair iinitial six months of assigriment may
be permitted supervised access to FCICINGIC, Operators shall
successfully complete CJIS cerfification within six months of appointment or
assignment to duties requiring direct access fo FCIG/INCIC.

3.4 'The Usershall require all personnel who are authorized to initiate-a
transaction to the FCIC. message switch to successfully complete CJIS
Certification. The User agrees.to remove from FCICINCIC access any
employee who-fails to achieve required certification. standards, whose
cerfification has expired, whose certification is otherwise rescinded or.as
directed by FDLE.

35 The Usershall require all information technology (IT) personnel, including
any vendor or contracted staff-who will in thé cotirse of their coritfacted
ciiminal justice support duties initigte a transaction o the FCIC message
switch, to successfully complete CJIS certification.

3.6 The Usershall maintain training records for all persannel with acéess 10 CJl,
i.e., CJIS certification and security gwareness fraining.

3.7  The User shall.require all IT personnel, including any vendor, responsible
for maintaining/supporting any IT component used to process, store or
transmit any unencrypted CJl, to successfully complete and maintain in

 currentstatus the CJIS security awareness training provided by FDLE.

4. RELOCATION: Should the User desire to relocate the data circuit(s) and/or
equipment connecfed to- CJNet, the User shall provide FDLE written notice 90 days
i advance of the projected move. All costs associated with the relocation of the
equipment and the data circuit(s), including delays in work order dates, will be:
tiorne by the User unless FDLE has funding o make changes-without charge. The:
repair and cost of any damages resulting from such relocation will be the User's
responsibility:

4.4  The User shall.also provide 90 days advance riotice whern requesting
additional access to FCIC.
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FDLE Criminal Justloe User Agreament

LIABILITY: The Uset understands that the FDLE, its officers, and employees:shall
not be:liable in-any claim; demand, action, suit; or proceeding, including, but not
limited to, any it in law or in equity, for damages by reason of, or arising ot of,

.any_false. armat.;o,r_imptis.onm_en.t..n'r,far..any,ld.ss.,.c_,ost. ‘expense.or.damages.

resulting. from or-afising out of the acts, omissions; or detrimental re liance of the
personnel of the User in entering, removing, of relying upon information

transmiitted. through CJNet or in the FCIC/NCIC and NLETS information systems.

CRIMINAL HISTORY RECORDS: FDLE is authorized to establish a statewidé

biometric identification system and ah intrastate system for the: commimication of
information relating to crimes;, criminals and criminal activity.

To support the creation and rﬁnainténance'of the ciiminal history files, the Usér, as
appropriate, shall:

6.1 Provide:forinclusion in criminal history records information‘systems, ad ult
and juvenilé criminal fingerprints-on all felony arrests; adult eriminal
fingerptints on all riisdereariors and comparable ordinance viofation
arrests: and juvenile fingerprints on misdemeanor arrests specified at
Saction 943.051, E.S. The submission of other juverile misdemeanor arrest
fingerprints is-opfienal.

6.2 Provide security for CH RI and.systems that process or store CHRI, and
security training for personriel who recéive, handle or hiave access ta CHRI.

8.3 Screenall pe rsonnel who will have direct access to CHRI and reject for
employment personnel who have violated or appear uawilling or incapable
of ablding by the requirements outlined'in this dg‘r.e_emanl.

6:4 Defer to FDLE on any determination as to what purposes-qualify for criminal
justice versus non-criminal justice-designation, as well as with respect to
other purposes that may beiauthorized by law.

6.5 As authorized by Florida Statutes and/or federal regulations, the User may
share state GHRI. Digsemination of information requires compliance with ll
applicable statutes; FCIGINCIC and Ill rules; regulations. and operating

procedures, including logging. Agencies shall maifitain the.festriction oh

dissemination ‘applicable to such record information, including but not limited
to confidentiality or exemption from Section 119.07(1), F.S., as provided by
law.

6.6 Provide security and establish policies to prevent unauthorized access to or
dissemination of sealed records, or unauthorized nétification of expunged
records.

As FALCON is a CJI system, the User shall adhere fo alt policies regarding
access, use and dissemination of CHRI. The User shall comply with all training and
other :appropriate requirements associated with its criminal justice status. The
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User:shall review FALCON subscriplions to determine whether the User is-still
authorized to receive criminal history record information' on an individual. The User
shall indicaté the-continued authorizing relationship with that individoal, i.e., the

' .p.érsnn__is.st-i_ll'empl’oy.ed,.ﬂqfun'teer.in_g!.-el;e;_,ucr?]s;c_urfently.th.‘e.sut;i_ee‘,t:of
investigation or under supervision by the User. CHRI received as a resultof a
FALCON subscription may be d isseminated for crininal justice purposes, and s
subject to the same legal and policy restrictions associated with CHRI.

SECTION Il SECURITY REQUIREMENTS

1. The User shail.comply with the €SP ‘and the rules, regulations; policies and
procedures established for CJNet, FCICINCIC Il and NLETS, which include but
are hot limited to System Security, Personniel Security, Physical Security, User
Authorization, Technical Security, Dissemination of Information Obtained from the.
Systems, and Destruction of Records. By accepting access as set forth above, the
User agrees to adhiere to the following security policies in-order to ensure
continuation of that access.

2. PE‘R’S.ONNEL BACKGROUND SCREENING: At-a minimum, the User shall
conduct astate and hational fingerprint-tased racords check on 1) all personnel
who are authorized to access state.and/or national CJ| data or-systems, 2) IT
personnélwho maintain/support information technology componerits used 1o
process, transmit or store unencrypted CJ1, and 3) other personnel, including but
not limited to suppert personnel, contractors and custodial staff, with unescorted
physlesl or logical access to physically. secure locatioris, as defined in the CSP
and/or [T components used fo process, transmit or store unencrypted Cdl. The
User is strongly en couraged to séreen the applicant by other available means, .9,
l6¢al coutt-records, in addition to the fingerprint-based record check.

2.1 The U.ge'r.shall-su,bm_it;agplicant&finggr,prjms of persons deseribed in Section
Ill, paragraph 2, for positive comparison against the state and national
criminal history and for searching of the Hot Flles.

2.2 The results of the fingerprint-based record check shall be reviéwed prior-to
granting access to CJl'or comiponents used to process/store CJI, including
access for [T support. The User may-conducta preliminary-on-line criminal

justice empleyment check using Purpose code “J” for this purpose.

291 ifarecord ofany kind-exists, the User shall conisult the FDLE
Guidelines for CJIS Access and nofify the CSO for review. Upon
nofification from the User, the CSO shall review the mafler to
determine if access is appropriate and officially notify the User in
writing of the: CSO's decision regarding access.

2.2.2 Once the original background screening has been completed, if the

User learns-that an employee with access to CJI, including any
personnel as identified in Section [il, paragraph 2, has a criminal

April 14, 2()']'4 Page 10:0f47
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4.

history or pending charge(s), the User shall consult the FD $E
Guidelines for CJIS Access and notify the CSO.. The. CSOshiall
review the facts and circumstances and nofify the: User in'writing
regarding.access to:CJl:

223 The Usershall have a written,poiicyfor dissipline of personnel who 1)

acoess CJNet and/or CJl for puiposes that are: not authorized, 2)
disclose information to unauthorized individuals, or 3)violate

ECIC/NCIC or I} rules, regulations oroperating procedures.

23 Asthe CSA for the State of Fiorlda, the FDLE reserves the right to deny
individual user-aceess toany system-or related program that is used to
progess, transmit.or store Ci\ based on valid, articulable concerns. for the

security and integrity of the information -and/or related systems:

2.4  The Usershall ensure the appropriate ORI is used for submission-of
applicant fingerprints. Fingerprints submitted fofpositions assoclated with
the administration of criminal justice or as required by the CSP; shall include
the User's ariminal justice ORI Fingerprin & submitted for any other
positions: not felated fo the administration of criminal justice-or required by
the CSP shall include the: appropriate and-approved nen-criminal justice '
ORL

PHYSICAL SEGURITY: The User shall identify facilities, areas, rooms, efc. where
cJl is accessed, processed and/or stored to deterfine physical security
requirements as identified: in the: GSP. The User may designate.a facility, area,
room, etc., either a physically secure location or.asecured area, as defined in the
CSP, provided the appropriate fequirements dre met. Access shall be limited to
persons. né&éding access for completion of required duties. The User shall have a
written policy that ensures and implements security measures, secires devices
that dccéss FCICINCIC/CUNet and prevents unauthorized use or viewing of
information on these devices. The use of password protected screen blanking:
software.is: recommended for devices that access FCIC/NCIC when the operator
may leave the computer unisupervised. FDLE resefves trie fight to.object to™
equipment location, secufity meas ures, qualifications-and number of personnel
who will be accessing FCIC/NCIC and to suspend or withhold service until such
matters are corrected fo FDLE's reasonable safisfaction.

ADMINISTRATIVE SEC URITY: The User shall designate in dividual agency
‘contacts, as described below, to assistthe Userand FDLE in ensuring compliance
with this Agreement. Training for these positions:is provided by FDLE, and the
User shall. ensure that its designee is keenly aware of the duties and
responsibilities of each of the following positions. FDLE reserves the right to object
to the: Users ,_a_pp_oi’ntment of a TAC; LASO, LAl or-AAA based on valid, articulable.

coneerns forthe security and integrity of FCIC, ©JNet or refated

programs/systems. The Usershall provide FDLE with up-te-date contact
information for these positions.
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41 TERMINAL AGENCY COORDINATOR:! The User shall designate a
Terminal Agency Coordinator (TAC) to ensure compliance with FCIC/NCIC.
and |l rules; regulations and operating procedures, and to facilitate

~comriu nl'cjatien-'b‘et-weer.'1-.F-DLE-aridih_e-userg-:l'-he_’ITAt;‘-shall.'.maintain..-al
current CJIS Certification. TACs shall attend TAC training within six (6)
months of being -assigned o the position, and as often, as required by
FDLE, thereafter.

47 LOCAL AGENCY SECURITY OFFICER: The User shall designate a'Local
A;gg‘ncy'Securi_ty Officer (LASO) o ensure compliance with the-CSP. Within -
six months of assignment to the pasition, the-LASO is encouraged to

complete-any-appropriate LASO training made available by FDLE, including
CJIS security awareness training.

4.3 Inaddition to TAC and LASO, there are.other points of Gontact and positions
necessary to:manage applications-and facilitate communication between the
User-and FDLE, These positions.are identified on the Agency CJIS Contact
Form, which may be found on the CINet GJIS Resource Center website
under CJIS Forms and Publications.

5. MANAGEMENT CONTROL AGREEMENTS: In situations'where: data
processing/information services, law enforcement dispatch functions or human
resources functions. are provided by & non-criminal justice governmental entity, the
User shall eriter into @ managemerit confrol agreement as réquired by the CSP. In
situations wheré governmental structure or hierarchy does. not support.or permit an
agreement between the parties involved, a directive which includes all of the
provisions for a ‘managenient cantrol agreemient ideftified in the CSP may be
substituted.

6. INTERAGENCY AGREEMENTS: The User shall éxectite an Interagency
Agreement with any other criminal justice agenty to which crininal justice
information services are outsourced; including but not limited to information
techiology related functions. The User shall consult with FDLE to determirie if &

. given funcfion requires an Interagency Agreement.

7.  TECHNICAL SECURITY

74 Remote access services to CJl, including, but not limited to accessto .
FCIC/NCIC and CJNet'via the User's Network, will be-permitted provided
the User establishes appropiiate security measures to ensure compliance
with all rules, regulations, procedures, and the. CSP.

7.9 All FCIC/NCIC/II data transmitted over any public network segment shall be
encrypted as required by the CSP. This requirement also applies to any
private data circuit that is shared with non-criminal justice users and/or is
riot under the direct sécurity control of a criminal justice-agency.
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10,

7.3  The User shall maintain, in current statas, and provide upon reqtiest by
FDLE a complete topalogical drawing, which depicts the User’s network
configuration-as connected-o CJNet. As required by the:CSP; this
;'d'ce'eu’r'.ﬁ'é'r-ﬂa‘tiqﬂvshali-.c*,learilyin“cii'c'ate.all-network.cbnﬁecﬁons'rse,mice.
agencies and interfaces to.other information systems.

7.4  The Usershallensure only authorized criminal justice agencies or agencies.
duthorized by FDLE aré permitted access fo the CJNet via the User's CJNet
connection,

7.5 The User shall ensure all devices with-connectivity. to CJNet employ virus
prétectioni, anti-spam and anti-spyware software and su ch software shall be
maintained in accordance with the software vendor's published updates.

7.6  CJI, including: but not fimited to information obtained from the FCIC
message switch and CJNet, may only be atcessed via computers or
interface devices owned by the User or by the contracted entity. Vendors
tinder contract with-the User to perform the adriinistration’ of criminal justice
may be allowed to use their own devices for access provided all
requirements of the FBI'CJIS Security Addendum are satisfied.

7.7  The Usershall ensure that CINet-only devices have a Windows o network
type-password to prevent unautherized access.

7.8 Provided appropriate security precautions are in place; and upon approval
from the FDLE Network Admiinistration staff, the User may emplay wireless
network connectivity (for example the 802.11 wireless networking protocol).

COMPUTER SECURITY INCIDENT RESPONSE CAPABILITY: The User shall
have 4 written policy docurmenting the actions to: be takeri in response to a possible
computet security incident. The policy shall include identifying, reporting,
invéstigating and recovery from computer secl rity incidents, The Usef sh all

immediately notify the- CSO-of any suspected compromise of the CJNet.

SECURITY AUTHORITY: All policies; procedures. and operating instructions
éontained in the C8P-and FCIC/NCIC, llland NLETS documents, operating
manuals-and technical memoranda, are hereby incorporated into and made.a part

of this agreement, except to the extent that they are inconsistent herewith of legally
superseded by higher authority.

CLIENT SOFTWARE LICENSE: The FCIC Client Software (eAgent) license from
Diverse Computing, Incorporated is:located in the Help mietiu of the eAgent client
software, The FCIC Client Software (eAgent) license is made a part of and
incorporated by reference into this User Agreemeit and shall be binding on the
User upon-acceptanice of the software. The User is allowed up fo one hundred
(100) eAgent Subswitch mnemonics. The Useris not permitted to install eAgent,
as provided by FDLE, on laptops for use:in.a mobile environment, including tablets,
netbooks.and other "handheld" devices. The Usér Is: not permitted to.use the
eAgent client software as an inte rface to the FCIC message switch for another
application.
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10,

7.3  The User shall maintain, in current status, and provide upon reqliest by.
FDLE a complete topological drawing, which depicts the User's network
configurationzas connec ed fo CJNet. As required by the CSP; this
.-do(-:umémta‘tin;\.shalI..clear:Iy.-injdic‘ate-all-network-conrftecﬁons,.semice.
agencies and interfaces to .other information systems.

7.4 The Usershall ensure only authorized criminal justice agencies or agencies
4uthorizéd by FDLE aré permitted access tothe CJNet via the User's CdNet
cohnection.

7.5 The User shall ensure all devices with-connectivity to CJNet employ Virus
protectiori, antl-spam and anti-spyware software and such software shall be
maintained in accordance with the software vendor's published updates.

7.6  CJI, including; but not fimited to information obtained from the FCIC
message switch and CJ Net, may only'be stcessed via computers or
interface devices owned by the User or by the contracted entity. Vendors
tinder contract with'the User to perform the administration of criminal justice
may be aliowed to use their own devices for access provided all
requirements of the FBI'CJIS Security Addendum are satisfied.

7.7  The Usershall ensure that CdNet-anly devices have a Windows o netwark
type password to prevent unau thorized aceess.

7.8-  Provided appropriate security precautions are in place; and upon approval
fiom thie: FDLE Network Administration staff, the User may employ wireless

network connectivity (for example the 802.11 wireless networking protocol).

COMPUTER SECURITY INCIDENT RESPONSE CAPABILITY. The User shall
have & written policy documenting the actions o be takeri in response to a possible
computer security incident. The policy shall include identifying, reporting,
investigating and recovery from computer security incidents. The User shall
immediately notify the-CSO-of any suspected compromise of the CJNet.

SECURITY AUTHORITY: All policies; procedures:and operating instructions
¢ontained.in the CSP-and FCIC/NCIC, Ili and NLETS documents, operating
manuals and technical memoranda, are hereby incorporated into and made a part
of this agreement, exeept to the extent that they are inconsistent herewith or legally
superseded by higher authority.

CLIENT SOFTWARE LIGENSE: The FCIC Client Software (eAgent) license from
Diverse Computing, Incorporated is [Goated in the Help menu of the: eAgent client
software, The FCIC Client Software, (eAgent) license is made a part of and
incorporated by reference info this User Agreement and shall'be binding on the
User upon-acceptance of the software. The:User is allowed up fo one hundred
(100) eAgent Subswitch mnemenics. The Useris not permitted to install eAgent,
as provided by FDLE,.on laptops for use:in a robilé environment, including tablets,
netbooks and dther “handheld" devices. The User is: not permitted to.use the
gAgent client software as an interface to the FCIC message switeh for another
application.
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11.

12.

PRIVATE VENDORS: Private vendors which, under ¢ontract with the User, are
petmitted access:to information 'sfys'tem'silhat pracess CJl, shall abide byall

 aspeots of the FBI CJIS Security Addendum;

14 The confract betweeniie User and the vendor shallincorporate the B!

cJIsS Se.curity'#\di:len'dum_ to ensure-adequate security of CJ1.

11.2 The User shall ensure all yendoremployees are appropriately screened
priof to graiiting the veridor employees.access to.CJl. Vendoremployee
fingerprints submitted by the User.to EDLE as required by the CSP shall be
taken/iolled/printed by -a recognized law enforcement agency or an FDLE
approved third party-vendor. NOTE: ‘A vendormay ot fingerprint its own
employees.

11.3 The User shall maintain the Security Ad‘qlépdgm-Ge"mfication'.'fdrm-'fo"r- gach

mietribier of the vendor staff with access: o information systems that
processes:Gil.

114 The Usershall ensure all veridor- employees with access o CJl have
received the appropriate security awareness: training via the CJIS Online
application and are in current staius.

11.5 The User shall énstife private vendors permitted such access are aware of
the provisions of Section 817:5681, F.S. regarding breach of security of
personal information. .

116 The User shall contact FDLE for review prior to entering info a contract.or
agreement.with a pfivate vendor in the course of which state or national CJI
fs processed, stored or transferred from the User's physically secure
location to-a veridor owned or operated facility(s) (€.9., cloud services.)

11.7 The User shall maintain and keep current;a list of all vendor employees who
‘Have béen authorized access to. CJl.

USERNAMES and PASSWORDS/AUTHENTICATION: The User shall énsure that

all personnel, in cluding 1T support and vendors, whorinitiafe a transacfion fo the
FCIC message switch have a separate and djstinct username and password/

suthentication for flie softwarefinterface used to initiate the transaction.

12.4 The User shall ensure thatall User-operated interfaces, including but not
lirmited to computer aided dispatch systems, record management systems,
jail managemerit systems and mabile data systems with the' FCIC message
switch or other systems that contain cJ\, follow the password requirements
as: outlined in the GSP.

122 individual users:shall refrain from sharing passwords and/or other
authenticaters, including but not limited to smait cards, tokeiis, public key
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13.

14.

infrastructure, (PKI) certificates, etc., used to access CJI or CJNet related
systems.

123 Individual users:shall refrain from .USing_-a'ncsihefr.in.;ii\é-idua'lls.acc_ﬁun't,or .
session for the purpose of accessing €J| orother CJNet applications.

12.4 Individual users shall refrain from caching credéntials/passwords fof access
{o systems/applications used to process or. store CJI.

125 All personnel with access to any system or application that processes or

stores €J| for maintefiance of administratioh purposes shall be uniquely
identified.

INDIVIDUAL USER ACCESS: The User shall deactivate individual user access to
eAgent and/or other FCIC interfaces, other CJNet applications-and other ‘
state/federal systems containing CJl, including but-not limited to LEO and/or NDEX,
upon separation, reassighment of termination of duties, provided individ ual user
‘access is'no longer required for the adrqini;str_ation of criminal justice.

OFF SITE STORAGE/PROCESSING OF CJI: The User shall contact and receive
approval from the CSO prior to entering into an agreement with a noneriminal
justice governmental agency for off-site storage or processing of CJI (often
referred to as-cloud computing or cloud services.)

SECTION IV MISCELLANEOUS REQUIREMENTS

FDLE has received funding from the United States Department of Juistice and is
subject to and must demand initrastate users of its criminal history record services

-adhere'to US Code (28 U.S.C. séction 534), State Statute (Chapter 943 F.8.),

Gode of Federal Regulations (28 C.F .R. Part20), Fiorida Administrative Code
(Chapter 11C-6, F.A.C.), FCIE/NCIC and |l rules; regulations and operating
procedures which this agreement incorporates both present and future.

PENALTIES AND LIABILITIES: Any non-compliange with the. terms of this
Agreement coricerning the usé and dissemination of crifinal filstory information
may subject the User's officers or employees to a fine not to exceed $11,000 as
provided for ih the Code of Federal Regulations, Title 28, Section 20.25, and/or
discontinuance of service. Moreover, certdin offenses against system security and
the information contained‘therein are crimes under Florida Statutes and can result
in erithinal prosecution.

PROVISIONS INCORPORATED: The User shall be bound by applicable federal
and state laws, federal regulations and the rules of FDLE to the:same extent that
the User would be if such provisions were fully set out herein. Moreover, this
Agreement incorporates both presenit and future law, regulations and rules.
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13.

14.

infrastructure (PKI) certificates, efc., used to access CJI or CJNet related
Systems:

123 Individual users:shallrefrain .from.using.a‘ncthen.indi\éidu%i'lis-.accﬁ.u'ntor .
session for the purpose of accessing CJl orother CJNet applications.

12.4 Individual Users shall refrain from caching credsntials/passwords for access
to systems/applications used to process of. store. CJl.

125 All personnel with access-to any system or application that processes. or
stores-CJI for mainteriance or administratioh purposes shall be uniguely
identified.

INDIVIDUAL USER ACCESS: The User shall deactivate individial user access to
eAgent and/or other FCIC iinterfaces, other CJNet applications-and other ‘
state/federal systems containing CJl, including but-not limitedto LEO and/or NDEX,
upon separation, feassignment or termination ‘of duties, provided individual user
access Is'no longer required for the adrqini;stration of criminal justice.

OFF SITE STORAGE/PROCESSING OF CJE The User shall contact and receive
approval from the CSO prior to entering info an agreeme nt with a noneriminal
justice governmental agenicy for off-site storagé or processing of CJI (often
referred to as-cloud computing or cloud services.)

SECTION vV MISCELLANEOUS REQUIREMENTS

FDLE has received funding from the United States Department of Justice.and is
subject to and must demand intrastate users.of its criminal history record services
-adhereto US Code (28 U. S.C. section 534), State Statute (Chapter943 F.S.),
Code of Federal:Regulations (28 G.F.R. Part20), Florida Administrative Code
(Chapter 11C-6, F.A.C)), FCIC/NCIC and Il rules; regulations and operating
procedures which this agreement incorporates both present and ‘future.

PENALTIES AND LIABILITIES: Any non-compliance with the terms of this

'Agreemént concerning the use-and dissemination of critminal history information

may subject the User's officers or employees to a fine not to exceed $11,000 as
provided for in the Code of Federal Regtilations, Title 28, Section 20.25, and/et
discontinuance of service. Moreover, certin offenses against system security and
the information:contained therein are crimes under Florida Statutes and can resulf

in €rirninal prosecution.

PROVISIONS INCORPORATED: The User shall be bound by applicable federal
and state laws, federal regulations and the rules of FDLE to the:same extent that
the User would be if such provisions were fully set out herein. Moreover, this

Agreement incorporates both preserit and future law, reguldtions and rules.
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4 TERMINATION: Eitfier party may terminate this Agreemient, with or without cause,.
upon providing advanced written notice of 45 days. Termination for cause
inclides, but is not limited to, any change in the law that affects either party’s
ability:to.su bstantially. perform.as_provided.in.this Agreement. _Should the.
aforementioned circumstances arise, eitfier party may términate-or ask to modify
the Agresment accordingly. -

41 FDLEreserves the right to terminate service, without notice, upon
presentation of reasonablée:and credible evidence that the User is violating

Y

this Agreement.or any pertinent federal or state:law, regulation or rule.

5. MODIFICATIONS: Modificationsto the provisicns i this Agreement shall be valid
only trirough.execution of a formal written armendment: '

6. ACCOUNTABILITY: To the extent provided by the laws of Florida, and without
waiving any defenses.or immuniti€s t6-which the User may be entitled, the User
agrees fo be responsible for the negligent acts-or omissions:of its personnel-arising
out of -or involving any information contained in, recéived from, entered into or
through CJNet; FCIC/NCIC, [ll and NLETS.

7 ACKNOWLEDGEMENT: The User hereby acknowledges the duties and
‘responsibiiities as setout in this Agreement. The User acknowledges that these
duties.and responsibiiities have been developed-and approved by FDLE to ensure
the feliability, confidentiality, completeness, and accuracy of 4ll records contained
in or obtained by means of the CJNet, including the FCIC/NCIC System. The User
further acknowledgés that failure to comply with these duties and responsibilities
may subjéct ifs access to various sanctions as apptoved by the FBI Criminal
Justice Information ‘Services Advisory Policy Board. These sanctions may include
termination of NCIC semvices to the User. The User may dppeal these sanctions
through the CSA.

8. TERM OF AGREEMENT: This agreemert will remain in force until it is determined
by FDLE that a new agreement js required. The User should initiate the execution
of a new agreement when. a change of agency chief executive or official occurs.
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FOLE Crimingl Juslce User Agreément

IN WITNESS HEREOF, the parties hiereto have caused th’is ,agre.e‘me_nt to be executed
by. the proper officers and officials.

NAME OF THE USER AGENCY__ MIAMI DADE POLICE DEPARTME NT :

USER CHIEF EXECUTIVE or OFFIGIAL

Carlos A. Gimenez _ TITLE _Mayor
(PLEASE PRINT) p
(SIGNATURE) ﬁww Wﬁ/
DATE
WITNESS__ . TITLE

TITLE Director

(PLEASE PRINT)

DATE mrgs|, 26/ C,

WITNESS

TITLE, Dijrecter

(SIGNATURE)

WITNESS_#2

- _- s TITLE f}ﬂm i .y\;-\’/j \ gwﬂr

PR Sty S P
FOLEECES L =

Ar———— A

Beputy Glark
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Integrity » Respect
Service ¢ Fairness
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Miami-Dade Police Department
Office of the Director

Police Legal Bureau

9105 NW 25th Street » Room 3069
Miami, Florida 33172-1500

T 305-471-2550

miamidade.gov

November 26, 2019

Chief Nelson Andreu

West Miami Police Department
901 South West 62 Avenue
West Miami, Florida 33144

Dear Chief Andreu:
Subject: Interagency Agreement for Access to FCIC/NCIC

We are providing two originals of the Interagency
Agreement for Access to FCIC/NCIC between the Miami-
Dade Police Department and the West Miami Police
Department. The enclosed originals have been executed
by Miami-Dade County and the Miami-Dade Police
Department, and now require execution by the City of West
Miami and the West Miami Police Department. Once the
Agreements have been fully executed, please keep one for
your records and return one to my attention at:

9105 NW 25™ Street, Suite 3042
Doral, Florida 33172

We look forward to continue working with your agency on
important public safety initiatives.

If you have any questions on this matter, please contact
Ms. Lyssa Fordin at (305) 471-2503.

arel

Janet Lewis
Commander

Sincerely,

Enclosures



