RESOLUTION # 2013-68

RESOLUTION OF THE CITY OF WEST MIAMI, FLORIDA AUTHORIZING THE CITY
MANAGER OF THE CITY OF WEST MIAMI TO APPLY FOR THE FEDERAL DRUG
CONTROL AND SYSTEM IMPROVEMENT PROGRAM GRANT AVAILABLE
THROUGH THE MIAMI-DADE COUNTY OFFICE OF GRANTS COORDINATION;
TO EXECUTE THE APPROPRIATE AGREEMENTS AND AMENDMENTS FOR SAID
GRANT AND TO APPLY FOR, RECEIVE AND EXPEND FUNDS FOR THE PURPOSE
OF CREATING A RECORDS IMPROVEMENT PROGRAM - PHASE II.

WHEREAS, the Mayor and City Commission of the City of West Miami, Florida
desire to accomplish the purpose outlined in the accompanying Program Narrative.

NOW, THEREFORE, BE IT RESOLVED BY THE MAYOR AND CITY
COMMISSION OF THE CITY OF WEST MIAMI that:

SECTION 1. The City Commission hereby authorizes the City Manager to apply to the
Miami-Dade County Office of Grants Coordination for funds in the
approximate amount of $2,086.00 to implement the Phase II of the Records
Improvement Program.

SECTION 2. The City Commission hereby authorizes the City Manager to execute such
contracts and agreements as are required by this Commission, following their
approval by the City Attorney.

SECTION 4. The City Commission hereby authorizes the City Manager to execute such
other contracts as will serve to further the purposes described in the funding
request, following their approval by the City Attorney.

SECTION 5. The City Commission hereby authorizes the City Manager to expend any and
all monies received for the purpose described in the funding request; to
receive and expend any additional funds that might become available during
the term of the grant; to file and execute necessary amendments to the
application for and on behalf of the City of West Miami, Florida; and to
exercise amendment, modification, renewal, cancellation and termination
clauses of any contracts and agreements on behalf of the City of West Miami,
Florida.

SECTION 6. This Resolution shall take effect immediately upon passage by the City
Commission and signature of the Mayor.
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PASSED AND ADOPTED THIS 16t DAY OF OCTOBER, 2013.

APPROVED:

o el

EDUARDO H. MUHINA, MAYOR

ATTFEST:

ey o]

ANNERY GONZALEZ, CITY CLERK

APPROVED AS TO FORM AND SUFFICIENCY:

fo) Qe Wdvratutee)

JOSE ;;/ VILLALOBOS, CITY ATTORNEY

ROLL CALL VOTE:

MAYOR EDUARDO H. MUHINA Y
VICE-MAYOR LUCIANOL.SUAREZ Y
COMMISSIONER CANDIDA BLANCA _ABSENT
COMMISSIONER JUAN M. BLANES Y
COMMISSIONER ELSA J. VAZQUEZ  _Y_
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ATTACHMENT A

PROGRAM NARRATIVE

Jurisdiction Name: City of West Miami Contact Person: Nelson Andreu

Address: 901 SW 62" Avenue Contact Numbers: (305) 266-0530 Office
West Miami, FL 33144 (305) 266-0970 Fax

Program Area: Records Improvement Program Dates: 10/01/13 through 09/30/14

Program Name: Access control for computerized  Target Population: City Residents
records access and management.

Problem Identification

The West Miami Police Department (WMPD) is in need of purchasing new hardware and software
equipment to create and issue to its employees, both sworn officers and civilian dispatchers, new
identification cards (ID). These ID cards will have ‘mag strips’ on them in order to comply with new
Criminal Justice Information System (CJIS) mandates. These mandates require Advanced
Authentication for individuals accessing CJIS information on the FBI's computer system(s).

The current system in place at the WMPD is not compliant with the newly required CJIS mandate;
which must be implemented by October 1, 2013.

Program Description

The WMPD plans to utilize FY2014 Byrne funds to purchase an identification card creating and
printing system which utilizes hard plastic cards with a magnetic stripe on which the individual’'s
personal credentials are encrypted. When an authorized employee has need to access the CJIS
system, he/she will utilize their individual card and swipe the card into a sliding card reader or
approximation card reader type of system; thus authenticate the user and allowing access to the
CJIS System as required by Federal law.

1. The WMPD currently uses simple password protection which does not comply with the
new CJIS mandates.
a. Providing positive identification and a permanent record of the individual user.

i. Time stamped record of time logged in and logged out.
b. Eliminate the potential of unauthorized user(s) accessing the federal computer
system.
i. Aviolation of Federal law.
c. Make records retrieval of which individual(s) accessed the system and when.
d. Have the records on-line and available for potential audits by the FBI and/or CJIS.
2. Maintain protected back-up of these records to avoid losing the access records.

Overall, the CJIS/FBI requirements, which must be implemented by 10/01/13, require the
purchases of the aforementioned items. These grant funds will be used to purchase the
necessary hardware and software to allow for the creation of the individually encrypted
identification cards, as well as the hardware and software needed to connect this secure and
encrypted identification system into the existing computer system with CJIS connectivity to the
FBI system. Additionally, the system will provide a permanent and retrievable record of who has
accessed the CJIS system as required by law.
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Jurisdiction Name: City of West Miami

Address: 901 SW 62™ Avenue

Contact Person: Nelson Andreu

Contact Numbers: (305) 266-0530 Office

West Miami, FL 33144

Program Area: Records Improvement

Program Name: Access control for computerized

records access and management.

(305) 266-0970 Fax

Program Dates: 10/01/13 through 09/30/14

Target Population: City Residents

Required Activities

Planned Measures

Monitoring Plan

To purchase equipment for
printing of encrypted
identification cards

The Provider shall be
responsible for:

Purchase one (1)
Identification Card making
system with photograph and
Digital encryption
capabilities.

Purchase one (1)
Identification card reading
system.

Purchase software required
for both implementation and
functionality of card making
and card reading systems.

Become compliant with
Federal CJIS mandates and
improve the efficiency of the
city’s records management
system.

The Provider is to submit the
following information to the
County in a complete and
timely manner:

Quarterly Performance
Reports

Quarterly Expenditure
Reports

Copies of invoices and
cancelled checks for all
materials purchased.

Demonstration card making
equipment and new ID cards.
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